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C xaxAbIM TOZOM MOJIOJIEKU B MHTEPHETE CTAHOBUTHCS OOJIbLIE, a IIKOJIBHUKH OJHU U3
caMbIX aKTUBHBIX NOJb30BaTenel Pynera. Mex 1ty TeM, HOMUMO OIpOMHOIO KOJIMYECTBA
BO3MOYKHOCTEM, HHTEPHET HECET U MPOOJIeMbIl. JTa NaMsATKa JI0JKHA MIOMOYb TeOe Oe301acHo
HAXOJHUTHCS B CETH.

KoMmnbroTepHbie BUPYChI

KomnbroTepHbIil BUPYC — 3TO pa3HOBUIHOCTh KOMITBIOTEPHBIX MPOTPAMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOM SIBJISIETCS] CIOCOOHOCTH K pa3MHOXKEHHIO. B TomosHeHne K 3ToMy,
BUPYCHI MOTYT MTOBPEJUTDH WX MOTHOCTHIO YHUUTOKHUTh BCE (PaliIbl U IaHHBIC, TOJKOHTPOJIHHBIC
M0JIb30BATEINI0, OT UMEHU KOTOPOro Oblia 3alylleHa 3apakE€HHAsi MPOrpaMMa, a TaKKe
MOBPEIUTH

WM 1a)K€ YHUUTOXXHUTH OMEPAIMOHHYIO CUCTEMY CO BceMU (haiiamu B 1iesioM. B GonbImHCTBE
CIIy4aeB paclpOCTPaHSIIOTCS BUPYChl UEPE3 UHTEPHET.

Merto/bI 3alUThI OT BPEIOHOCHBIX MPOrpaMM:

1. Mcnonib3yii COBpeMEHHbIE OTIEpAIlMOHHBIE CUCTEMbI, UMEIOIINE CEPhE3IHBIN YPOBEHD
3alIUThI OT BPEJIOHOCHBIX MPOTPAMM;

2. TIloctosiHHO ycTaHaBIMBal mautu (UG POBBIE 3aIJIATKH, KOTOPbIE aBTOMAaTHYECKU
YCTaHABJIMBAIOTCS C IS0 TOPAOTKH MPOrpaMMBbl) U IpyTHe OOHOBIICHHS CBOEH
omnepanuoHHOM cuctembl. CkaunBai UX TOIBKO C OPHUIIMATBHOTO caiiTa pa3paboTyuka
OC. Ecnu cymiecTByeT pekuM aBTOMAaTUYECKOTO0 OOHOBJICHHUS, BKITIOYH €T0;

3. PaboTaii Ha cBOeM KOMIIBIOTEPE TO]T TpaBaMu IMOJIb30BATENS, a HE aJIMUHUCTpATOpA.
DTO HE MO3BOJUT OOJBITUHCTBY BPEIOHOCHBIX MPOrPaMM HHCTAITUPOBATHCS HA TBOEM
MEePCOHATILHOM KOMITbIOTEPE;



4. Vcnionb3yi aHTUBUPYCHBIE IPOTPAMMHBIE TPOIYKThI H3BECTHBIX ITPOU3BOIUTEIIEH, C
aBTOMaTH4YECKUM OOHOBJIEHHUEM 0a3;

5. Orpaanub PU3NIECKUN JOCTYI K KOMITBIOTEPY ISl TOCTOPOHHUX JIUIT;

6. Mcnonp3yil BHENIHKWE HOCUTENHN MH(OPMALIUY, TaKUE Kak (Ielmika, JUCK Wid (aili u3
WHTEPHETA, TOIBKO U3 TPO(PEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBaii KOMITbIOTEpHBIE (haiJIbl, TOJTYYCHHBIE U3 HEHAIEKHBIX HCTOYHUKOB.
Jaxe Te dhaitsbl, KOTOpBIE MpHCIIal TBOK 3HAKOMBIN. JIydllie yTOUHH y HEro,

OTMPABIISI JIM OH TeOE UX.

Cerun WI-FI

Wi-Fi - 5T0 He BU IIepeiayn TaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OpeH I, Mapka. Eme
B 1991 roxy Hunepnanackas kommnanus 3apeructpuponaia opena « WECA», uto o603Havano
cinoBocoueranue « Wireless Fidelity», koTopslil mepeBouTCst Kak «0ecrpoBOIHAS TOYHOCTDY.

Jlo Ha1iero BpeMeHHU Jio1uIa apyras ab0peBuarypa, KoTopas sSBISETCS TaAKOU XKe
TexHojoruen. 9to abopeBuarypa « Wi-Fi». Takoe Ha3BaHue ObLJIO TaHO C HAMEKOM Ha CTaHAApT
BBICIINI 3ByKOBOM TexHHKM Hi-F1, 4TO B mepeBojie 03Ha4YaeT «BbICOKAs TOUHOCTHY.

Jla, OecriaTHBIM HHTEPHET-A0CTYH B Kae, OTENSIX U adpOIOpTax SABISAETCA OTIIMYHON
BO3MOXKHOCTBIO BBIX0JIa B MHTepHET. HO MHOTHE 3KCIIePThI CUUTAOT, UTO 00IeaocTynHbie Wi-Fi
CETH HE SIBIISAIOTCS OE30MACHBIMH.

CoBeThlI 10 0€30MacHOCTH paboTe B 00MIeNOCTYTHBIX ceTsax Wi-fi:

1. He nepenagaii cBoro JinuHyto uHdopMaiuio yepes3 oodmenocrynusie Wi-Fi cetu.
PaboTas B HUX, *enareJbHO HE BBOAUTH MApOIM IOCTYIA, JOTUHBI U KAKUE-TO HOMEPA;
2. Ucnonb3yit 1 OOHOBIISIH aHTUBUPYCHBIE TPOrpaMMbl U OpanaMayep. TeM caMbIM Thl
oOe3onacuilb ceds OT 3aKaYyKU BUpYyCa Ha TBOE YCTPOMUCTBO;

3. IIpu ucnonszoBanuu Wi-Fi otkmoun pyukmuio «O0muii qoctyn Kk daitnam u
npuHtepam». JlanHas QyHKIUS 3aKphITa [0 YMOJTYaHHIO, OHAKO HEKOTOPHIE
M0JIb30BATENH AKTUBUPYIOT €€ JIJIsl y100CTBa MCIOJIb30BaHus B paboTe min yueoe;

4. He ucnonw3yit nyonuunsiii WI-FI s nepenaum TMUHBIX JaHHBIX, HATPUMED IS
BBIX0/Ia B COLIMAIbHBIE CETU WM B 3JIEKTPOHHYIO MOYTY;

5. Unomnp3yii Tonpko 3ammmieHnoe coeaunenne yepe3 HTTPS, a ve HTTP, 1.e. npu
Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B MmoOueHOM Tenedone otkimtoun GyHkiuo «[loakmouenue k Wi-Fi
aBTOMaTh4ecKkm». He nomyckani aBTOMaTHYECKOrO MOAKIIOYEHNs YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero coracusl.

ConmnajbHbIe CeTH

CoruanbHbI€ CETH aKTHBHO BXOJST B HAITY KU3Hb, MHOTHE JIFOIU PAOOTAIOT U KUBYT TamM
MOCTOSIHHO, a B Facebook yxe 3aperucTpupoBaH MILTHAP/T YETOBEK, YTO SBIISETCS OTHOM



CebMOM BCEX JKUTEJICH TuIaHeThl. MHOTHE TI0JIb30BaTeNId HEe TOHUMAIOT, YTO HH(OpMAIus,
pa3MeIIeHHass IMH B COLIMAJIBHBIX CETSX, MOJKET OBITh HaliJIcHa U UCII0JIb30BaHa KEM yTrOJHO, B
TOM YHCIIEe HE 00s3aTEIBHO ¢ OJIaTUMU HAMEPEHUSIMU.

OCHOBHBIEC COBETHI TIO 0€30ITACHOCTH B COITMATBHBIX CETSIX:

1. Orpanuub CUCOK Jpy3eil. Y Te0s B IPY3bsiX HE TOJDKHO OBITh CIIy4ailHBIX U
HE3HAKOMBIX JIFO/ICH;

2. 3amuminaii cBOO YacTHYIO *U3Hb. He yka3biBail maponu, TenedoHsl, aapeca, naTy
TBOETO POXKJEHUSA U APYTYIO JTUYHYIO MH(GOPMAIINIO. 3T0YMBIIIUIEHHUKHA MOTYT
UCIIOJIB30BaTh Jaxke MH()OPMAIIMIO O TOM, KaK Thl U TBOU POAUTENH MIAHUPYETE
MPOBECTU KAHUKYJIbI;

3. 3ammimai cBOO PEMyTAaIHIO - IEPKH €€ B UUCTOTE U 3a7aBaii ceOe BOMPOC: XOTEN ObI
ThI, YTOOBI APYTHE MOIB30BATEIN BUICIH, YTO ThI 3arpyxaeib? [Toaymail, mpexnae

YeM 4TO-TO OMyOJIMKOBATh, HANIUCATD U 3arPYy3UTh;

4. Ecny Tl TOBOPHILIB C JIFOJBMU, KOTOPBIX HE 3HACIIb, HE UCIIOIb3YH CBOE PEAIBHOE UMSI
U IPYTYIO TUYHYIO HHGOPMAIIMH: UMSI, MECTO KUTEIHCTBA, MECTO Y4eObI U MpoOYee;

5. N36erait pazmemenus hororpaduii B UnTepHeTe, riae Thl H1300pakeH Ha MECTHOCTH,
0 KOTOPOX MOXKHO OMPEIEIIUTh TBOE MECTOIOJIOKEHHUE;

6. [Ipu peructpanuu B COUUAIBHON CETH HEOOXOAMMO UCIIOJIH30BATh CJIIOKHBIE TAPOJIH,
cocTose u3 OykB ¥ U(dp U ¢ KOJMYECTBOM 3HAKOB HE MEHEE §;

7. A7t conMaabHOM CETH, TTOYTHI M IPYTUX CAUTOB HEOOXOIMMO UCIOJIb30BaTh pa3HbIC
naponu. Toraa ecnu T€6s1 B3IOMAIOT, TO 3JI0YMBIITUIEHHUKHU TOJIYYaT JOCTYIT TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHbIE ICHbI' U

DNEeKTPOHHBIE IEHBI'M — 3TO O4YE€Hb YAOOHBIN CIOCO0 MIIaTEeXeEMN, OJTHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT NOJYYUTh 3TU JEHBIH.

DNEeKTPOHHBIE IEHBIY MOSBUJINCH COBCEM HEJABHO M UMEHHO M3-3a 3TOr0 BO MHOTHX
rocyJlapcTBax JI0 CUX MOp HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM PYyHKIIMOHUPYIOT U O HUX YK€ MPOMKMCAHO B 3aKOHE, IJI€ UX Pa3JIEsIoT

Ha HECKOJIbKO BUJOB — aHOHUMHBIE U HE aHOHUMHBIE. Pa3Huiia B TOM, 4TO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peniaeTcs NpoBOAUTH omnepaluu 0e3 uaeHTU(PUKALUN T0JIb30BaTENs, a B
HEaHOHHWMHBIX UACHTU(UKALIUY MTOJIb30BATENS SIBISIETCA 0043aTENbHOM.

Taxxe crneayeT pa3nuyarh IEKTPOHHbIE (UaTHBIE AEHBIU (PaBHBI TOCYIapCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHBIE HE(UATHBIE IEHbI'U (HE PABHBI TOCYAAPCTBEHHBIM BAIIIOTAM).

OCHOBHBIE COBETHI IO 0€30MACHOI padOTe C ITEKTPOHHBIMU JEHBIAMU:
1. ITpuBspku Kk cueTy MOOUIIBHBIN TeseoH. DTO caMblid yIOOHBIN U OBICTPBIN CLIOCOO
BOCCTaHOBUTH JOCTYII K cueTy. [IpuBs3anHbIi TenedoH MOMOKET, ecu 3a0yIelib



CBOM IUIATEXKHBIN MAPOJIb UM 3aiIEIIb HA CAUT C HE3HAKOMOT'O YCTPOKCTBA;

2. Ucnonw3yit onHopa3oBelie mapoiu. [locie nepexoia Ha yCUIIEHHYIO aBTOPHU3alIUIoO Te0e
yKe He OyZIeT yrpokaTh OMACHOCTh KPaXXH WIIH MepexBaTa IUIaTeKHOTO MapoJis;

3. BeiGepu cnoxubIi apods. [Ipectymankam OyAeT He MPOCTO yraaaTh CIOKHBIN
napoisib. HanexxHple mapoam — 3TO apoJId, KOTOPBIE COIEPKAT HE MEHEE 8 3HAKOB U
BKJIIOYAIOT B C€0s1 CTPOYHbBIE U IIPOIMUCHBIE OYKBBI, IU(PPHI K HECKOJIILKO CUMBOJIOB,
TaKkWe Kak 3HaK Jojuiapa, pyHTa, BOCKIUIATebHBIN 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CalTaX, KOTOPBIM HE IOBEPSIEIIb.

DJIeKTPOHHAS MOYTA

DJIEKTPOHHAS TTOYTa — HTO TEXHOJOTHS U IPEAOCTABISIEMBIE €10 YCIYTH MO MEePEChUIKE U
MOJTYYEHHUIO AJICKTPOHHBIX COOOIICHUM, KOTOPBIC PACIIPESSIOTCS B KOMIIBIOTEPHOM CETH.
OOBIYHO PIEKTPOHHBIN TOYTOBBIN SIIIUK BBITJISAUT CICAYIOIMIMM 00pa3oMm:
UMsI_TIOJIb30BaTeIA(@UMs_oMeHa. Takke KpoMe Iiepeadr MpOCTOro TeKCTa, UMEeTCs
BO3MOXKHOCTh TIepeiaBaTh (paiibl.

OCHOBHBIE COBETHI IO 0€30MACHOIN padOTE C NEKTPOHHOU MOYTOM:

1. Hago BeIOpaTh MpaBHIIbHBINA TOYTOBBIN cepBHC. B MHTEpHETE €CTh OrPOMHBIN BHIOOP
OeCIUIaTHBIX MOYTOBBIX CEPBHCOB, OAHAKO JIYUILIE JOBEPSITh TEM, KOTO 3HACUIb U KTO
IIEPBBIA B PEUTHUHTE;

2. He yka3biBail B InuHOM nouTe JIMuHYyI0 nH(popmaruio. Hampumep, ydiie BEIOpaTh
«My3bIKaIbHBINA _(haHaT@» umu «pok2013» BMecTo «Temal3»;

3. Mcnionp3yil ABYXATAHYIO aBTOPU3ALMIO. ITO KOT/1a IOMUMO MAPOJId HY>KHO BBOJIUTh
KO/JI, MPUCBhLUIAEMBIN 110 SMS;

4. Bp10Oepu CJI0XKHBIN TapoJib. [[J1s1 KaXK10ro MOYTOBOTO SIIIMKA JOJDKEH ObITh CBOM
HAJIC)KHBIM, YCTOWYHBBIN K B3JIOMY I1APOJIb;

5. Ecnu ecTh BO3MOXKHOCTh HANIMCATh CAMOMY CBOM JIMYHBIA BOIIPOC, UCITOJIB3YH 3Ty
BO3MOKHOCTB;

6. Mcnosib3yil HECKOJIBKO MOYTOBBIX SIIIUKOB. [IepBbIii 17151 4aCTHOM MEPENUCKU C
aapecaTaMi, KOTOPBIM Thl JOBEPSECIIb. DTO dJIEKTPOHHBIN aIpEC HE HA0

UCI0JIb30BaTh IPU PErMCTpalvii Ha (hOopyMax u cailTax;

7. He oTkpbiBait (haiisibl U Apyrue BIOKEHUS B MUChMAaX JaXe €CJIU OHU MPUIILIA OT TBOUX
npy3ei. Jlydie yTouHH y HUX, OTHPABJISUIIN JIM OHU TeOe 3TU (ailiibl;

8. ITociie okoH4yaHus pabOTHI HA TTOYTOBOM CEPBUCE TEPE]T 3aKPHITUEM BKJIAJKH C CAUTOM
He 3a0y/1b HA)KaTh Ha «BBIATHY.

Ku6epOy1iimHr wiin BUPTyaibHOE U3/1€BATEIbCTBO
KubepOymuHr — mpecieioBaHue COOOIEHUsIMU, COACPKAIUMU OCKOPOJICHUSI,

arpeCCuro, 3ar1yruBaHuc,; XyJIuraiCTBO, COOMaJIbHOC 60ﬁKOTHp0BaHHC C IIOMOMIBIO PA3JIMYHBIX
HHTCPHCT-CCPBHUCOB.



OcHOBHBIE COBETHI 110 OOPHOE ¢ KNOEPOYITMHTOM:

1. He Opocatics B 60ii. JIydiunii crioco6: MOCOBETOBAThCS KakK ¢e0sl BECTH U, €CJIU HET
TOT0, K KOMY MOYKHO OOpaTHTHCSI, TO BHaYaJI€ YCIOKOUTHCA. B Thl HauHEeIb
OTBEUYaTh OCKOPOJIECHUSIMHI Ha OCKOPOJICHNUS, TO TOJBKO €I1Ie OOJIbIIE Pa30XKEIlb
KOH(JIUKT;

2. Yupasnsiii cBoelt kuOeppernyTanuei;

3. AHOHUMHOCTH B ceTH MHUMas1. CylIeCTBYIOT CIOCOOBI BBIICHUTD, KTO CTOUT 32
AHOHMMHBIM aKKayHTOM;

4. He cTouT BecTu XyJIUTraHCKUN 00pa3 BUPTyasibHOU *u3HU. UHTEpHET hUKCUpYyeT Bce
TBOHU JICUCTBUS U COXPAHSET UX. Y JAIUTh UX OYyAET KpaliHe 3aTPYyIHUTEIHHO;

5. Cobnromait CBOM BUPTYATbHYIO Y€CTh CMOJIONY;

6. Urnopupyii ennHnYHbI HeraTuB. OHOpPa30Bble OCKOPOUTEIbHBIE COOOIEHUS TyYIIe
urHopupoBatb. OOBIYHO arpeccus MpeKpaniacTcss Ha Ha4allbHOM CTa/Iuu;

7. ban arpeccopa. B mporpammax o6MeHa MIrHOBEHHBIMH COOOIIEHUSMH, B COLMATBHBIX
CETSIX €CTh BO3MOYKHOCTh OJIOKMPOBKH OTIIPaBKU COOOILEHUH C ONPEIEICHHbBIX
aJipecoB;

8. Eciu ThI cBUAETENb KNOEPOYIIIMHTa. TBOM AEHCTBUSA: BHICTYIIUTh IPOTUB
peciieIoBaTeNsl, 0Ka3aTh EMY, YTO €ro IEUCTBUS OLICHUBAIOTCS HETaTUBHO,
NOJJIEPKATh JKEPTBY, KOTOPOU HyKHa IICUXOJIOTHYECKas IOMOILb, COOOLIUTh
B3pOCJBIM O (PaKTE€ arpeCCUBHOTO MOBEICHHUS B CETH.

MooOuiabHbIi TesaedoH

CoBpeMeHHbIe cMapT(OHBI U MIIAHIIETHI COAEPHKAT B c€0€ BIOJIHE B3POCIbIN (PyHKIIMOHA,
U TeNEepb OHU MOTYT KOHKYPUPOBATH CO CTALIMOHAPHBIMU KOMIIbloTepaMu. OJHAKO, CPEJICTB
3aIUTHI 17151 TOJI0OHBIX YCTPOMCTB MOKA OYEHb Majio. TeCTUPOBaHHUE U MOUCK YS3BUMOCTEN B
HUX

IPOUCXOAMT HE TaK MHTEHCUBHO, Kak A [1K, To e camoe kacaeTcst 1 MOOMIIbHBIX
ITPUIIOKEHUM.

CoBpeMeHHbIe MOOMIIbHBIE Opay3ephl yKe MPaKTUUYECKH JOTHAIN HACTOJbHBIE aHAJIOTH,
OJIHaKO pacmupeHue GyHKIIMoHaIa BJIEYET 32 COOO0M OOJIBINYIO CJI0KHOCTh M MEHBIIIYIO
3alMIIEHHOCTbD.

Jlanexko He BCe MPOU3BOJUTENM BBITYCKAIOT OOHOBJIEHUS, 3aKPbIBAIOIINE KPUTHUECKUE
YSI3BUMOCTH ISl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MACHOCTH MOOMIBLHOTO TenedoHa:

1. Huuero He siBNsieTCA Mo-HACTOSIIEMY OeCTUIaTHBIM. byb OCTOpOXKEH, Beb KOTIa TeOe
npeaiaratoT OeCIUIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TIJIaTHBIC
YCIYTH;

2. lymait, npexae yem otnpaButb SMS, doto muiu Buaeo. Tl TOYHO 3HACID, T€ OHU
OyIyT B KOHEUHOM UTOTE?

3. Heo6xoammo 0OHOBIIATH OMIEPAITMOHHYIO CHCTEMY TBOETO cMapT(hoHa;

4. Vicnonb3yi aHTUBUPYCHBIE IPOTPAMMBI JIJII MOOHMIIBHBIX TeNe(hOHOB;



5. He 3arpy»kaii IpuJI0KEeHUs OT HEM3BECTHOI'O NCTOYHMKA, BEJb OHU MOTYT COJIEPKATh
BPEIOHOCHOE MPOrpaMMHOE 00ECIIEUEHHUE;

6. ITocne TOro Kak Thl BBIWJEIID C CaiiTa, I/ie BBOAMII JIMYHYIO HHPOpMAIIHIO, 3aii11 B
HACTPOWKH Opay3epa u yaanu cookies;

7. lleppoanuyecKku IpOBEPSM KAKKE IUIATHBIE YCIIYTH aKTUBUPOBAaHbI HA TBOEM HOMEDE;
8. JlaBaii cBOI1 HOMEp MOOMJIBHOTO TeJe(OHA TOJIBKO JIFOSIM, KOTOPBIX Thl 3HACUIb U
KOMY JI0BEpSICIIb;

9. Bluetooth noymkeH ObITh BBIKIIIOUEH, KOT/Ia Thl UM HE Mojb3yenbes. He 3a0b1Bait
MHOT /1A IPOBEPATH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAaWH-UTPBI — 3TO KPACOUYHBIE, 3aXBATHIBAIOIIUE PA3BICUCHHUS,

00BbEIMHSIONINE COTHH THICAY YEJIOBEK 10 BceMy MUPY. Urpoku uccienyoT TaHHbBI UM MUD,
00IIIaroOTCS IPYT C APYTOM, BBITIOHSIOT 3aaHHUs, CPAXKAIOTCS ¢ MOHCTPAMHU U MOJIY4YaroT OMbIT. 3a
YJOBOJIbCTBHE OHU ILJIATAT: MOKYMNAIOT JMCK, OIIAYMBAIOT a0OHEMEHT UJIM MMPHUOOPETAIOT KAKHETO
OIIINH.

Bce atu cpenctBa uayT Ha MOAAEPKaHUE U PA3BUTHE UTPHI, a TAKXKE HA CAMY
0€30MacHOCTh: COBEPIIEHCTBYIOTCSI CUCTEMbI aBTOPU3AIIMH, BHIITYCKAIOTCSI HOBBIE MTaTYU
(undpoBbIe 3aMIaTKU AJIS IPOrpaMM ), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nopo6HbBIX Urpax CTOUT OMACaThCsl HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO KPaXku
TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3aLMU OOJIBIINHCTBA UTP.

OCHOBHBIE COBETHI IO 0€30MTACHOCTH TBOETO UTPOBOr0 aKKAYHTA!

1. Ecnu npyroit Urpok BeAeT ceOsl MII0X0 WK CO3/1aeT TeOe HEMPUATHOCTH, 3a0I0KUPYI
€ro B CIIMCKE UTPOKOB;

2. IMoxanyiics agMUHUCTPAaTOpPaM UIPhI HA IIOXOE NOBEACHHUE 3TOTO UTPOKA,
YKEJNaTeJIbHO NPWIOKUTh KaKHe-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;

3. He yxa3sbiBaii muuHyto uHboOpMaIuio B mpodaiiie urpsl;

4. YBaxkail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBaii HeopuimaabHble TaTYU U MOJIBI;

6. Mcnosib3yii CIOKHBIE U Pa3HBIE MTAPOJIH;

7. [Jaxxe BO BpeMs UTPbI HE CTOUT OTKJII0YaTh aHTUBUpPYC. [Ioka Tl urpaems, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.

QOUIIHHT WM KPaXKa JUYHBIX JaHHBIX
OOBIYHOM KpaXKell IeHET U IOKYMEHTOB CETOJIHS YK€ HUKOTO He yAUBHUIIIb, HO C
Pa3BUTHUEM UHTEPHET-TEXHOJIOTUM 37T0YMBIIUIEHHUKA MIEPEMECTUIIMCh B UHTEPHET, U

MpOAO0IKAIOT 3aHUMATbCA «ITHOOMMBIM JCJIOM.

Tak nmosiBuiIach HOBast yIrpo3a: HHTCPHCT-MOIICHHUYCCTBA UJIN (1)I/IIHI/IHF, r’1aBHas LCJIb



KOTOPOTO COCTOUT B MOJTYYSHUH KOH(DHIEHITMAIBHBIX JaHHBIX MTOJIH30BATENICH — JIOTHHOB U
naposieit. Ha anrnuiickoMm si3eike phishing untaercs kak ¢ummmHr (ot fishing — priOHast 10BIA,
password — mapoJin).

OCHOBHBIE COBETHI 110 OOPHOE C PUIIUHTOM:

1. Cnienu 3a cBouM akkayHTOM. Eciu Thl moio3peBaetiib, YTO TBOSI aHKETa ObLiIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ U COOOIIUTh aIMUHUCTPATOPAM pecypca

00 3TOM KaK MOYHO CKOPEE;

2. Ucnonw3yit 6e30macHbie B€O-CaliThl, B TOM YUCJIE€, UHTEPHET-Mara3uHoOB U TTOMCKOBBIX
CUCTEM;

3. Ucnonp3yii crioskHBIC U pa3HbIe mapoin. Takum o0pa3oM, eciii Te0s B3JIOMAIOT, TO
37I0YMBIIUICHHUKH MOTy4aT JOCTYH TOJBKO K OAHOMY TBOEMY MPO(HIIIO B CETH, a HE

KO BCEM;

4. Ecnu Te6st B3nOMaNH, TO HEOOXOIMMO MPEyNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE
n00aBJIeHBbI y TEOS B IPY3bsiX, O TOM, YTO TEOSI B3JIOMAIH U, BO3MOKHO, OT TBOETO

UMeHH OyJIeT pacChUIaThCS CIaM U CChUIKU Ha (PUIIMHTOBBIE CAMTHI;

5. YcranoBu HaaexHbli napoias (PIN) Ha MOOMIIBHBIN TENEPOH;

6. OTKJII0UM COXpaHEHUE Maposis B Opaysepe;

7. He oTkpbiBail (haidibl 1 Apyrue BIOKEHUS B MUCbMAX JAXe €CIIU OHU MPUIILIA OT TBOUX
npy3ei. Jlydie yTouHH y HUX, OTHPABJISUIIN JIM OHU TeOe 3TU (pailibl.

[Mudposas penyranus

[Mudposast pemyranus - 3T0 HEraTUBHAs UM MO3UTUBHASI HH(OPMALIHS B CETH O TeOe.
Komnpomerupyromiast uHGopmalus pa3MelieHHasi B MHTEPHETE MOXKET CEPbE3HBIM 00pa3oM
OTPa3UThCS HA TBOEH peanbHOM )u3HU. « {udpoBasg penyranus» - 3T0 TBOW UMUK, KOTOPBIH
bopmupyeTcs u3 nHpopmauu o Tede B UHTEPHETE.

TBOE MECTO KUTEIBCTBA, yu€Obl, TBOE (PMHAHCOBOE MOJIOKEHUE, OCOOEHHOCTH XapaKTepa
U paccKasbl 0 OIM3KUX — BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue noJpoCTKH JIETKOMBICIEHHO OTHOCSITCS K MyOIMKaIMK JMYHON UHpOpMAaILUK B
HHuTepHeTe, HE MOHUMAsi BO3MOKHBIX MOCIEeACTBUM. ThI 1a)ke HE CMOXKEIlb JOraaThCsl O TOM,
4TO

doTorpadusi, pazmenieHHas 5 €T Ha3aj, cTajla IPUYMHONM 0TKa3a MPUHATH T€0s Ha paldoTy.

KommenTtapuu, pazmenienue TBoux (hororpaduii u Apyrue 1eHCTBUsI MOTYT HE UCUE3HYTh

JaXke MOoCJIe TOro, Kak Thl UX YJaJIUIIb. Thl HE 3HACIIb, KTO COXPAHMII 3TY HH(POPMAIHIO, Iomnaia
JIM OHA B MIOMCKOBBIE CUCTEMBI U COXPAHUJIACH JIM OHA, a TJIaBHOE: YTO MOyMaloT O Te0e
OKpY>Karolllee J0A1, KOTOpble HaWAYT U yBUIAT 3T0. HaliTu mH(pOpMaIio MHOTO JIET CITyCTSI
CMOKET JIF000H — Kak U3 10OphIX MOOYX ACHUI, TaK M C HAMEPEHUEM MPUYUHUTH Bpea. ITO
MOXET

OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIIUTE U(PPOBOI peITyTaIUU:



1. [Togymaii, mpexxzie 4emM 4To-TO MyOJIUKOBATh U Mepe/laBaTh y ceOs B OJI0Te WU B
COLIMAJIbHOM CETH;

2. B HacTpoiikax mpoduiis yCTaHOBU OTPaHUYCHHS HA IPOCMOTP TBOETO MPOMHIIS U ero
COJIEP’KUMOT0, CACJIA €r0 TOJIBKO «JIJISl IPY3Ei»;

3. He pa3Memaii u He yka3biBaii HH()OPMAITHIO, KOTOPAst MOXKET KOTO-THU00 OCKOPOIISAThH
WU OOMKATh.

ABTOpPCKOE NPaBO

CoBpeMeHHbIE MIKOIbHUKH— aKTUBHBIE TIOJIh30BaTENN IU(GPOBOTro mpocTpancTsa. OnHaKO
JIaJIeKO HE BCE 3HAIOT, YTO IMOJIb30BAHHE MHOTUMHU BO3MOKHOCTSIMH LIU(PPOBOTO MUpa TpedyeT
COOJIOICHUSI TTPaB Ha UHTEJUIEKTYaIbHYIO0 COOCTBEHHOCTb.

TepMUH «MHTEIUIEKTYallbHAsi COOCTBEHHOCThY» OTHOCHUTCS K Pa3IMYHBIM TBOPEHUSIM
YeJIOBEUECKOr0 yMa, HAaUMHAs C HOBBIX U300PETEHUH U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTD
Ha TIPOJYKTHI U YCIIYTH , U 3aKaHYMBasg KHUTaMmHu, pororpadusimu, KUHOUIBMaAMU U
MY3bIKaJIbHBIMU TPOU3BEACHUSMH.

ABTOpCKHE ITpaBa — 3TO NIPaBa Ha UHTEIUIEKTYaIbHYIO COOCTBEHHOCTh Ha IPOU3BEACHUS

HAyKH, JINTEPATyPbl U HCKYCCTBA. ABTOPCKHME IPaBa BBICTYNAIOT B KAYECTBE TAPAHTHH TOTO, YTO
MHTEJJIEKTYaJIbHBIA/TBOPUECKUNA TPY aBTOpa HE OYIET HallpacHbIM, 1aCT €My CIPaBeIJINBbIC
BO3MO>KHOCTH 3apabo0TaTh Ha pe3ysbTaTax CBOEro TPyZa, OJIyYUTh U3BECTHOCTh U IIPU3HAHUE.
Hukro 0e3 pa3pelieHns aBTopa He MOXKET BOCIIPOU3BOJIUTE €r0 MPOU3BEIACHHE, PACTIPOCTPAHSITh,
nyOJMYHO TEMOHCTPUPOBATH, IPOJABATh, UMIIOPTUPOBATh, ITyCKaTh B IPOKAT, ITyOJIMYHO
UCIIOJIHATh, MOKA3bIBATH/UCIIONHATH B 3upe Win pazMemiats B UHTEpHETE.

Hcnonb30BaHue «IUPATCKOT0» MPOrPaMMHOI0 00ECIIEYEHUSI MOKET MPUBECTU K MHOTUM
pHUCKaM: OT TOTEPU JAHHBIX K TBOUM aKKayHTaM /10 OJIOKMPOBKH TBOETO YCTPOWUCTBA, I/IC
YCTaHOBJICHHBIN HE JierajabHas mporpamma. He cTouT Takke 3a0bIBaTh, 4TO CYIIECTBYET
JeraibHbIe U OeCIIaTHBIE MPOTPAMMBI, KOTOPhIE MOKHO HAaWTH B CETH.



